Introduction
E-commerce consists primarily of the distributing, buying, selling, marketing, and servicing of products or services over the Internet. One of the major ecommerce opportunities is that it brings the ability to accept orders from any where in the world. Another major advantage of the e-commerce is that it allows "soft" goods such as software to be purchased and downloaded instantly. While e-commerce offers enormous opportunities, it also presents potential threats and risks due to a lack of trust.
When doing online trading, users often have little or no prior knowledge of their potential business partner(s). This means there is a certain level of risks involved in online trading.
A wide range of mechanisms such as contracts and commercial laws as well as face to face meeting help reduce the likelihood of risks to the consumers in the traditional businesses. However, the absence of these mechanisms and faceto-face encounter, lack of opportunity to check goods before paying and the risk of fraudulent suppliers, among others, have always produced a trust deficit in e-commerce. As a result, it is generally believed that ecommerce will not reach its full potential until consumers perceived that the risks of doing business electronically have been reduced to an acceptable level [16] Trust is one of the basic requirements for any type of business in general and Electronic commerce (e-commerce) in particular. As trust covers a range of issues and problems that are not necessarily identical, there is no generally agreed upon definition of trust. Therefore, trust can mean different things for different people. For our purpose, we view trust to be endowed with a purpose. This purpose is usually to facilitate interaction or exchange between two or more parties where the interacting parties often have little knowledge of each other and must deal with ambiguity, uncertainty and risks outside of their control [15] .
To address some of the trust-related problems associated with e-commerce, several trust management systems have emerged as the principal means for compensating the lack of trust [2, 3, 6, 11] . The goal of a trust management system is to manage the trust relationships between business partner(s). Basically, the system maintains reputation or trust-level of the business partner(s) and makes them available to potential e-commerce traders.
Undeniably, trust management systems help ecommerce participants decide who to trust and encourage trustworthy behavior. However, they also introduce vulnerabilities due to potential manipulations by dishonest or malicious players. One of the major problems of existing trust management systems emanate from the feedback data used to compute the reputation or trust-level of an entity. Since exiting trust management systems are prone to manipulations by malicious and dishonest participants, it is not realistic to assume that all feedbacks submitted to the system are creditable. Therefore, it is imperative that the feedback collection mechanism that identify and defend against any spurious feedback before using them to evaluate and assign a trust or reputation to the participants be incorporated into any trust management system.
The goal of this paper is to study the feedback credibility problem for business to consumer (B2C) environments. We present factors that make trust management systems vulnerable to sham feedbacks such as false or strategic ratings. We propose a framework that helps minimize the impacts of sham feedbacks on the reputation or trust-level of entities in trust management systems.
The rest of the paper is organized as follows: in Section 2, the related work is discussed. In Section 3, the general architecture of trust management system is briefly presented. The threat models and the feedback verification mechanisms are discussed in Section 4. The conclusions and the future directions are discussed in section 5.
Related Work
Uncertainty in a situation of economic exchange is closely related risk. Trust is therefore often described as relevant in risky situations [13] or as a risk management approach. Trust seems to be most valuable in situations where control is lacking and future interactions are difficult to predict [14] . Thus, trust is of high relevance in e-commerce transactions. Therefore, trust management system seems a promising approach for dealing with trust concerns in e-commerce.
Much research has been done in establishing trust between entities, and various methods, models and approaches have been suggested in the literature. The common thread among existing trust management systems is that feedback is assumed credible [12, 8] . Since feedbacks can be easily falsified, the approaches used in [12, 8] are usable in practical settings. Therefore, in an online trading, it is inadequate to make any assumptions that entity trustworthy and their feedback is credible, unless there is effective and efficient ways to verify the credibility of the feedback data.
Trust Management System
Trust management system can be defined as the activity of collecting, codifying, analysing and evaluating evidence relating to competence, honesty, security or dependability with the purpose of making assessments and decisions regarding trust relationships [7] . Figure 1 shows the architecture of a generic trust management system.
Feedback is a statement issued by a client or vendor about the quality of a service or product provided by the client or vendor after a transaction. The feedback usually consists of a rating and comments of that transaction. In general, feedbacks are collected from the users (i.e., buyer and seller) at the data source level (see Figure 1 ).
Figure.1 Architecture of a generic trust management system
The feedback collected from the buyers and sellers is aggregated to produce a trust-level or reputation about individual providers or users at the trust level.
The reputation will be used to help potential purchaser or sellers decide who to trust and transact with. Last but not least, both the raw feedback and the reputation value are maintained at the data management level. For example, eBay used feedback ratings provided by a rater and a user's past transactions to evaluate the trust worthiness of the participants.
However, if the feedback ratings are comprised at the feedback collection level, then whatever method used to evaluate users trustworthiness, the trust value of users will not be accurate. Some possible threats to feedback credibility include impersonation, fraudulent, misrepresentation and Collusion.
• Impersonation: It is to use another persons identity (obtained through malicious acts) to do online activity. For example, a merchant, who has low trust value, may impersonate someone else to give himself positive rating in order to build up his online reputation.
• Fraudulent: With no face to face interaction, fraudulent is another threat that often happens in the online communities. A fraudulence party may not completely fulfill the requirement for transaction in a system, or the availability of services that they promise does not really exist. For example, the malicious peers may falsely claim that they have delivered a certain products to a peer.
• Misrepresentation: This happens in both tradition and electronic commerce. When peers provide misleading information about their trust relationships with other peers. Reputation or trust value of an individual is important for a business to continue their online business successfully. However, reputations of an individual can be disseminated by words of mouth or through rumors. A malicious peer may give a false value to a victim peer and communicate these incorrect values to other peers. For example, a malicious peer could actually trust a victim peer but send out reports contrary to its knowledge. These malicious groups of peers try to confuse other peers by giving either positive or negative feedback that is not the true relationship they have with this peer. Such dishonest rating strategy can be manipulated by either the competitor to sabotage another party or any benefit associated with the feedback given.
• Collusion: This refers to a threat posed when a group of malicious peers collaborating and trying to sabotage the trust system to increase their own trust value or to lower the opponents' trust value by manipulating their feedbacks. In order to benefit their group they provide positive feedback and sabotage another party by giving biased feedback. In the next section, an framework that mitigates some of these threats is proposed. The framework sits between the feedback collection level and the feedback processing level of the trust management system see (Figure 1 ).
Feedback Verifier Framework
A trust management system relies on the feedbacks provides by the e-commerce participants about the transaction to evaluate users' trust worthiness [10] . As the quality of a trust management system depends on the integrity of the feedbacks it receives as input, there is a need to identify and verify the credibility of these feedbacks before any trust evaluation takes place. But till now, none of the previous approaches has considered verifying the credibility of the feedbacks.
This approach incorporates multi layers of verification. It authenticates the feedback providers, checks their feedback history and their reputation. This is to ensure that feedbacks are come from legitimate providers. Feedback history is incorporates with the identity and the reputation of the feedback providers to allocates an accurate value to the particular feedbacks. In addition, data management in this approach ensures that trust value of these feedbacks are proper managed and available when needed for further used. The conceptual structure of the proposed feedback verifying subsystem is shown in Figure 2 . 
Feedback Verifier Architecture
The main function of the feedback verifier is to check the credibility of feedback collected by the trust management system. This section describes the architecture of feedback verifier. The feedback verifier architecture includes four layers of operation. There are at the Authentication layer, Investigation layer, Retrieving layer, and Data layer.
The verifier incorporates these four operations to verify the credibility of feedbacks collected.
The Feedback verifier could be configured to invoke when the value of the feedback is above or below some acceptable level (e.g., very high or very low rating). In this case, it checks the identity of the rater, to see if the rater and rated participants are the same individual. This could be achieved by checking the ID of the feedback provider and that of the service provider. The verifier also checks the business type of the service user and provider to ensure that there is no collusion. Last but not least, the profile of the past feedback and the reputation of the feedback provider could be used to ensure the weight level assigned to the feedback.
Similar to [15] , the verification of feedback is based on the reputation of the transacting individuals, the business type of the participating parties and feedback history of the rator. It is assumed that the system keeps truck of past feedback profiles of a user in "Feedback" database. The system also assumed to maintain the types of businesses a member is involved in along a unique business ID number. Details of the verification process are described in the next section.
Verification process
All feedbacks are identified with the provider's unique User ID. When the feedback Verifier received information a feedback value is out of the acceptable range, it checks the ID of the feedback provider. The feedback verifier is able to discover Web services by integrating the system with UDDI (Universal Description Discovery and Integration) system. The verification process involved the following four layers of architecture. a) Authentication. The first layer of the verification architecture is the authentication layer. The authentication is intended to make sure all feedbacks received are from the authorized providers. Once the verifier received the feedback, it validates the feedback ID. The ID is only valid when the users are active in the system and considered invalid when the participants have not been participating in the system for a specific period of time. This is to avoid any feedback come from fraudulent party that are not completely fulfilled the requirement for transaction. As the feedback ID is unique to every participant, it can uniquely identify an individual. Therefore, verifier could identify whether the feedback ratings are come from a true provider or are come from a feedback provider who impersonated someone else. Then the feedback verifier lookups the feedback provider's business profile, including the business details through the UDDI directory. This is to ensure that there is no collusion between the rating provider and the service provider. If the business type between the feedback provider and the service provider is the same, this feedback rating is considered suspicious. These two participants might collude to provide high rating to each other. On the other hand, if very low feedback is given, the reason can be the provider tried to force the opponent out from the market. When authentication has been completed, the verifier continues to investigate the feedback at the second layer. b) Investigation. The purpose of investigating the feedback history is to add value to the feedback rating. The Feedback Verifier gets the feedback history through the lookup mechanism. The rating provided is then compared with the feedback history ratings. The feedback history is not enough to justify the feedback credibility. The Feedback verifier went further to the retrieving level, in order to assign value to the feedback received. c) Retrieving. At the retrieving level the Feedback Verifier retrieves the reputation information of the service provider. Depending on both the feedback history and the reputation of the provider, the feedback is assigned with a credibility value. When feedback data verification is completed, these feedback ratings are sent to the data management level. This feedback information is now readily available. d) Data. Large amount of feedback information has evolved into much more than just basic record keeping feedback reputation data. Data level has become critical component in verification operation. At this level of the verifier, it is responsible for updating the reputation of feedback data once the trust evaluation is completed. This includes upgrading the feedback reputation with a higher value, degrading the feedback reputation with lower value and removing the feedback from the data store. Data level is also responsible for maintaining the credibility of feedback data and ensures the availability of these feedbacks when needed. Verifier is relies on this component to provide timely and reliable information for feedback verification. Security mechanism such as access control is used to protect information integrity and to prevent unauthorized users from entering to the databases and performing malicious acts. Further more, based on the transaction history, data component is able to detect any malicious activity by a requestor, and maintain a black list of such entities to reduce malicious attack to the feedback data storage.
Conclusion and future work
Since the quality of a trust value depends on credibility of feedbacks, verification of the feedback integrity is a crucial process in trust management systems. In this paper, the trust management system is extended with a framework that provides ways of increasing trust in e-commerce environment. Since lack of trust is a major obstacle for the success of ecommerce, research has been concentrating on understanding trust and its components to facilitate the development of trust. This should lead to approaches and mechanisms that facilitate more and better economic exchange, which are also one of our research directions in addition to prototyping the proposed framework.
